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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the leakage 
of information without obstructing the effective 
utilization of a network environment and to perform 
charging processings for respective users on a 
network. 

SOLUTION: This accounting processor 101 is 
provide with a key storage means 2 for storing a 
public key and a secret key, a communication means 
1 for transmitting/receiving accounting information 
ciphered by using the public key, a deciphering 
means 4 for deciphering the ciphered accounting 
information by using the secret key, an authentication 
judgment means 6 forjudging the propriety of use for 
a prescribed object on the basis of the deciphered 
charging information, an accounting information updating means 7 for updating the 
charging information by using conditions for the prescribed object and a ciphering means 3 
for ciphering the updated accounting information by using the public key. Also, a user 
terminal 102 is provided with the communication means 11 for transmitting/receiving the 
accounting information ciphered by using the public key. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2 **** s hows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] A key storage means to memorize the 1st public key and 1st private key, the 
means of communications which transmit and receive the accounting information 
enciphered using the 1st public key of the above, A decryption means to decrypt the 
accounting information by which encryption was carried out [ above-mentioned ] using the 
1st private key of the above, An authentication decision means to judge the propriety of the 
activity about a predetermined object based on the accounting information by which the 
decryption was carried out [ above-mentioned ], The accounting equipment possessing a 
renewal means of accounting information to update the above-mentioned accounting 
information according to the operating condition about the above-mentioned 
predetermined object, and an encryption means to encipher the accounting information by 
which updating was carried out [ above-mentioned ] using the 1st public key of the above, 
The network system characterized by having a user terminal possessing the means of 
communications which transmits and receives the accounting information enciphered 
using the 1st public key of the above. 

[Claim 2] The above-mentioned user terminal is a network system according to claim 1 
characterized by having a card R/W means to perform read -out processing of the 
accounting information enciphered using the 1st public key of the above, and write-in 
processing, to a user card. 

[Claim 3] The above-mentioned accounting equipment is a network system according to 
claim 1 or 2 carried out [ that have a transmitting means transmit the 1st public key of the 
above to the above-mentioned user terminal, and the above-mentioned user terminal has 
an encryption means to encipher the data about the activity about the above-mentioned 
predetermined object using the 1st public key of the above, and a transmitting means 
transmit the data by which encryption was carried out / above-mentioned / to the 
above-mentioned accounting equipment, and ] as the description. 

[Claim 4] The above-mentioned accounting equipment is a network system according to 
claim 3 characterized by having a decryption means to decrypt the data which were 
received from the above-mentioned user terminal, and by which encryption was carried out 
[ above-mentioned ] using the 1st private key of the above. 

[Claim 5] The network system according to claim 3 or 4 characterized by for the activity 
about the above-mentioned predetermined object being an activity of a print function, and 
the data about the activity about the above-mentioned predetermined object being print 
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data. 

[Claim 6] The above-mentioned user terminal is a network system according to claim 1 or 2 
characterized by having an encryption means to encipher data to have a transmitting 
means to transmit a user's 2nd original public key, and concerning [ the above-mentioned 
accounting equipment ] the activity about the above-mentioned predetermined object using 
the 2nd public key of the above, and a transmitting means to transmit the data by which 
encryption was carried out [ above-mentioned ] to the above-mentioned user terminal. 
[Claim 7] The above-mentioned user terminal is a network system according to claim 6 
characterized by having a decryption means to decrypt the data which were received from 
the above-mentioned accounting equipment, and by which encryption was carried out 
[ above-mentioned ] using the 2nd private key corresponding to the 2nd public key of the 
above. 

[Claim 8] The network system according to claim 6 or 7 characterized by for the activity 
about the above-mentioned predetermined object being an activity of a scanning function, 
and the data about the activity about the above-mentioned predetermined object being 
scanning data. 

[Claim 9] A key storage means to perform accounting to the activity about a predetermined 
object based on accounting information and to be accounting equipment and to memorize 
the public key and private key of a couple, An accounting information acquisition means to 
acquire the above-mentioned accounting information enciphered using the 
above-mentioned public key, A decryption means to decrypt the accounting information by 
which encryption was carried out [ above-mentioned ] using the above-mentioned private 
key, An authentication decision means to judge the propriety of the activity about the 
above-mentioned predetermined object based on the accounting information by which the 
decryption was carried out [ above-mentioned ], A renewal means of accounting 
information to update the above-mentioned accounting information according to the 
operating condition about the above-mentioned predetermined object, Accounting 
equipment characterized by having an encryption means to encipher the accounting 
information by which updating was carried out [ above-mentioned ] using the 
above-mentioned public key, and an accounting information sending-out means to send but 
the accounting information after the renewal of the above by which encryption was carried 
out [ above-mentioned ]. 

[Claim 10] Accounting equipment according to claim 9 characterized by having the means 
of communications for performing the communication link with the exterior, and 
constituting the above-mentioned accounting information acquisition means and the 
above-mentioned accounting information sending-out means by the means of 
communications concerned. 

[Claim 11] Accounting equipment according to claim 10 characterized by making the 
above-mentioned public key into ready -for- sending ability through the above-mentioned 
means of communications. 

[Claim 12] Accounting equipment according to claim 11 characterized by making into 
ability ready for receiving the predetermined data enciphered using the above-mentioned 
public key through the above-mentioned means of communications. 

[Claim 13] Accounting equipment according to claim 10 characterized by making a public 
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key other than the above-mentioned public key into ability ready for receiving through the 
above-mentioned means of communications. 

[Claim 14] Accounting equipment according to claim 13 characterized by making into 
ready-for-sending ability the data which were equipped with an encryption means to 
encipher using the public key according to above of predetermined data, and were 
enciphered through the above-mentioned means of communications using the public key 
according to above. 

[Claim 15] The procedure of being the accounting approach of performing accounting to the 
activity about a predetermined object based on accounting information, and memorizing 
the public key and private key of a couple, The procedure which acquires the accounting 
information enciphered using the above-mentioned public key, and the procedure which 
decrypts the accounting information by which encryption was carried out 
[ above-mentioned ] using the above-mentioned private key, The procedure of judging the 
propriety of the activity about the above-mentioned predetermined object based on the 
accounting information by which the decryption was carried out [ above-mentioned ], The 
accounting approach characterized by having the procedure which updates the 
above-mentioned accounting information according to the operating condition about the 
above-mentioned predetermined object, the procedure which enciphers the accounting 
information by which updating was carried out [ above-mentioned ] using the 
above-mentioned public key, and the procedure which sends out the accounting 
information after the renewal of the above by which encryption was carried out 
[ above-mentioned ]. 

[Claim 16] The processing which is the storage which stored the program which performs 
processing which performs accounting to the activity about a predetermined object based 
on accounting information, and in which computer reading is possible, and memorizes the 
public key and private key of a couple, The processing which acquires the accounting 
information enciphered using the above-mentioned public key, and the processing which 
decrypts the accounting information by which encryption was carried out 
[ above-mentioned ] using the above-mentioned private key, The processing which judges 
the propriety of the activity about the above-mentioned predetermined object based on the 
accounting information by which the decryption was carried out [ above-mentioned ], The 
processing which updates the above-mentioned accounting information according to the 
operating condition about the above-mentioned predetermined object, The storage which is 
characterized by storing the program for performing processing which enciphers the 
accounting information by which updating was carried out [ above-mentioned ] using the 
above-mentioned public key, and processing which sends out the accounting information 
after the renewal of the above by which encryption was carried out [ above-mentioned ] and 
in which computer reading is possible. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 
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[Field of the Invention] This invention is used for performing accounting to the activity of 
the copying machine in an office etc. network environment etc. especially about a network 
system, accounting equipment, an approach, and the storage in which computer reading is 
possible, and is suitable. 
[0002] 

[Description of the Prior Art] As a conventional charging system, the counter of operation 
which a device has was performing accounting to the copy in a copying machine etc. And 
periodically, the serviceman visited the rental place and the amount of money which 
should be collected according to the number of counts of the above-mentioned counter of 
operation was calculated. 

[0003] However, in accounting by the count of hardware, not every user to one set of a 
device is manageable. Moreover, a serviceman will need to visit the installation place of a 
device and effectiveness will worsen. 

[0004] Recently, accounting using software is also performed. In this case, the counter of a 
body of operation is software-ized and that number of counts of operation is memorized in 
memory. And the number of counts of operation is transmitted to the management center 
which has managed accounting through the telephone line etc. with the software for a 
communication link. In the management center, the amount of money is calculated 
according to the transmitted number of counts of operation, and a customer is asked for a 
tariff. This becomes possible to perform accounting management from a remote place. 
[0005] However, in accounting by the count of software, the numeric value is only written 
in on memory and there is a danger of being overwritten intentionally. Moreover, there is 
also a possibility of calling it informational leakage. 

[0006] Moreover, a user card is given to each user and performing accounting management 
for every individual using this user card is also made. The accounting information to which 
the fixed operating limit was set is written in the user card. A user inserts his own user 
card in the card reader installed in the device concerned, when using a device. In a device 
side, when it is not over the operating limit based on the accounting information by which 
reading appearance was carried out from a user card, utilization of a device is permitted, 
and the accounting information of a user card is rewritten according to the amount used. 
On the other hand, the activity of a device is not permitted when it is over the operating 
limit. 
[0007] 

[Problem(s) to be Solved by the Invention] However, if accounting management which used 
the user card is performed in an office etc. network environment for example, when 
performing accounting to a printer, a scanner, a copy, etc., efficient utilization of a network 
environment may be barred. For example, by the method which inserts a user card in the 
body of a copying machine, when using the body of a copying machine as a printer, after 
going to the place which has a body of a copying machine first and inserting a user card, a 
user has to return to the place which has a user terminal again, and has to transmit print 
data. It will become impossible to carry out, whenever it is going to print such actuation, 
and to use a network environment efficiently. 

[0008] This invention aims ait making it possible to perform accounting for every user on a 
network, preventing informational leakage without being made in order to solve the above 
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technical problems, and barring efficient utilization of a network environment. 
[0009] 

[Means for Solving the Problem] A key storage means by which the network system of this 
invention memorizes the 1st public key and 1st private key, The means of communications 
which transmits and receives the accounting information enciphered using the 1st public 
key of the above, A decryption means to decrypt the accounting information by which 
encryption was carried out [ above-mentioned ] using the 1st private key of the above, An 
authentication decision means to judge the propriety of the activity about a predetermined 
object based on the accounting information by which the decryption was carried out 
[ above-mentioned ], The accounting equipment possessing a renewal means of accounting 
information to update the above-mentioned accounting information according to the 
operating condition about the above-mentioned predetermined object, and an encryption 
means to encipher the accounting information by which updating was carried out 
[ above-mentioned ] using the 1st public key of the above, It has the description at the point 
equipped with the user terminal possessing the means of communications which transmits 
and receives the accounting information enciphered using the 1st public key of the above. 
[00 10] The place by which it is characterized [ of the network system of this invention / 
other ] has the above-mentioned user terminal in the point of having a card R/W means to 
perform read-out processing of the accounting information enciphered using the 1st public 
key of the above, and write-in processing, to a user card. 

[00 11] The place by which it is characterized [ of the network system of this invention / 
other ] has a transmitting means transmit the 1st public key of the above to the 
above-mentioned user terminal, and the above-mentioned accounting equipment is 
[ place ] in the above-mentioned user terminal to the point which it has about an 
encryption means encipher the data about the activity about the above-mentioned 
predetermined object using the 1st public key of the above, and a transmitting means 
transmit the data by which encryption was carried out [ above-mentioned ] to the 
above-mentioned accounting equipment. 

[0012] The place by which it is characterized [ of the network system of this invention / 
other ] has the above-mentioned accounting equipment in the point of having a decryption 
means to decrypt the data which were received from the above-mentioned user terminal 
and by which encryption was carried out [ above-mentioned ] using the 1st private key of 
the above. 

[0013] The activity about the above-mentioned predetermined object is an activity of a 
print function, and the data about the activity about the above-mentioned predetermined 
object have the place by which it is characterized [ of the network system of this invention 7 
other ] in the point which is print data. 

[0014] The above-mentioned user terminal has a transmitting means transmit a user's 2nd 
original public key, and the place by which it is characterized [ of the network system of 
this invention / other ] has the above-mentioned accounting equipment in the point of 
having an encryption means to encipher the data about the activity about the 
above-mentioned predetermined object using the 2nd public key of the above, and a 
transmitting means to transmit the data by which encryption was carried out 
[ above-mentioned ] to the above-mentioned user terminal. 
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[0015] The place by which it is characterized [ of the network system of this invention / 
other ] has the above-mentioned user terminal in the point of having a decryption means to 
decrypt the data which were received from the above-mentioned accounting equipment and 
by which encryption was carried out [ above-mentioned ] using the 2nd private key 
corresponding to the 2nd public key of the above. 

[0016] The activity about the above-mentioned predetermined object is an activity of a 
scanning function, and the data about the activity about the above-mentioned 
predetermined object have the place by which it is characterized [ of the network system of 
this invention / other ] in the point which is scanning data. 

[0017] Moreover, a key storage means for the accounting equipment of this invention to be 
accounting equipment which performs accounting to the activity about a predetermined 
object based on accounting information, and to memorize the public key and private key of 
a couple, An accounting information acquisition means to acquire the above-mentioned 
accounting information enciphered using the above-mentioned public key, A decryption 
means to decrypt the accounting information by which encryption was carried out 
[ above-mentioned ] using the above-mentioned private key, An authentication decision 
means to judge the propriety of the activity about the above-mentioned predetermined 
object based on the accounting information by which the decryption was carried out 
[ above-mentioned ], It has the description at the point equipped with a renewal means of 
accounting information to update the above-mentioned accounting information according 
to the operating condition about the above-mentioned predetermined object, an encryption 
means to encipher the accounting information by which updating was carried out 
[ above-mentioned ] using the above-mentioned public key, and an accounting information 
sending-out means to send out the accounting information after the renewal of the above 
by which encryption was carried out [ above-mentioned ]. 

[0018] The place by which it is characterized [ of the accounting equipment of this 
invention / other ] is equipped with the means of communications for performing the 
communication link with the exterior, and is in the point which constitutes the 
above-mentioned accounting information acquisition means and the above-mentioned 
accounting information sending-out means by the means of communications concerned. 
[0019] The place by which it is characterized [ of the accounting equipment of this 
invention / other ] is in the point which made the above-mentioned public key 
ready-for-sending ability through the above-mentioned means of communications. 
[0020] The place by which it is characterized [ of the accounting equipment of this 
invention / other ] is in the point which made the predetermined data enciphered using the 
above-mentioned public key ability ready for receiving through the above-mentioned 
means of communications. 

[0021] The place by which it is characterized [ of the accounting equipment of this 
invention / other ] is in the point which made the public key other than the 
above-mentioned public key ability ready for receiving through the above-mentioned 
means of communications. 

[0022] The place by which it is characterized [ of the accounting equipment of this 
invention / other ] is equipped with an encryption means to encipher using the public key 
according to above of predetermined data, and is in the point which made the data 
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enciphered using the public key according to above ready-forsending ability through the 
above-mentioned means of communications. 

[0023] Moreover, the procedure of the accounting approach of this invention being the 
accounting approach of performing accounting to the activity about a predetermined object 
based on accounting information, and memorizing the public key and private key of a 
couple, The procedure which acquires the accounting information enciphered using the 
above-mentioned public key, and the procedure which decrypts the accounting information 
by which encryption was carried out [ above-mentioned ] using the above-mentioned 
private key, The procedure of judging the propriety of the activity about the 
above-mentioned predetermined object based on the accounting information by which the 
decryption was carried out [ above-mentioned ], It has the description at the point of 
having the procedure which updates the above-mentioned accounting information 
according to the operating condition about the above-mentioned predetermined object, the 
procedure which enciphers the accounting information by which updating was carried out 
[ above-mentioned ] using the above-mentioned public key, and the procedure which sends 
out the accounting information after the renewal of the above by which encryption was 
carried out [ above-mentioned ]. 

[0024] Moreover, the storage which can computer read this invention The processing which 
is the storage which stored the program which performs processing which performs 
accounting to the activity about a predetermined object based on accounting information, 
and in which computer reading is possible, and memorizes the public key and private key 
of a couple, The processing which acquires the accounting information enciphered using 
the above-mentioned public key, and the processing which decrypts the accounting 
information by which encryption was carried out [ above-mentioned ] using the 
above-mentioned private key, The processing which judges the propriety of the activity 
about the above-mentioned predetermined object based on the accounting information by 
which the decryption was carried out [ above-mentioned ], It has the description to the 
point stored in the program for performing processing which updates the above-mentioned 
accounting information according to the operating condition about the above-mentioned 
predetermined object, processing which enciphers the accounting information by which 
updating was carried out [ above-mentioned ] using the above-mentioned public key, and 
processing which sends out the accounting information after the renewal of the above by 
which encryption was carried out [ above-mentioned ]. 
[0025] 

[Embodiment of the Invention] Hereafter, the network system of the gestalt of operation of 
this invention, accounting equipment, an approach, and the storage in which computer 
reading is possible are explained with reference to a drawing. 

[0026] (Gestalt of the 1st operation) The network system of the gestalt of the 1st operation 
is shown in drawing 1 . This network system is equipped with the user terminal 102 by 
which the card reader 103 was connected with the accounting equipment 101 which 
performs accounting about the activity of the device which is not illustrated. 
[0027] In accounting equipment 101, 1 is means of communications and performs the 
communication link with a user terminal 102. 2 is a key storage means and memorizes the 
public key and private key of a couple. 3 is an encryption means and performs encryption 
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using the above-mentioned public key. 4 is a decryption means and performs the 
decryption using the above-mentioned private key. 

[0028] 5 is an accounting information storage means and memorizes the accounting 
information transmitted from a user terminal 102. 6 is an authentication decision means 
and judges the propriety of the activity by the user of a device who does not illustrate based 
on the above-mentioned accounting information. 7 is a renewal means of accounting 
information, and updates the above-mentioned accounting information according to a 
user's operating condition. 

[0029] In a user terminal 102, 11 is means of communications and performs the 
communication link with the above-mentioned body 105 of a copying machine. 12 is a card 
RAV means and write the user card 104 inserted in the card reader 103. [ reading and ] 
[0030] 103 is a card reader. 104 is a user card which each user owns, and a user's 
accounting information is written in the user card 104 concerned. 

[0031] Next, actuation of the above-mentioned network system is explained based on 
drawing 1 and 2. A user gives the activity demand of a device to accounting equipment 101 
while inserting the user card 104 of self in a card reader 103, when using the device which 
is not illustrated through a network (2.1). At this time, a user terminal 102 reads 
accounting information from the user card 104 with the card RAV means 12 (2.2). And this 
accounting information is transmitted to accounting equipment 101 through means of 
communications 11 (2.3). In addition, although this accounting information is mentioned 
later in detail, it is in the condition of having been enciphered using the above-mentioned 
public key. 

[0032] With accounting equipment 101, if the above-mentioned accounting information is 
received through the communications department 1, in the decryption means 4, the 
accounting information concerned will be decrypted using the private key within the key 
storage means 2 (2.4). The accounting information decrypted by the decryption means 4 is 
memorized by the accounting information storage means 5. 

[0033] Furthermore, in the authentication decision means 6, it judges whether device 
utilization of a user is possible based on the above-mentioned accounting information (2.5). 
And if available, advice of authentication will be performed to a user terminal 102 through 
the communications department 1 (2.6). 

[0034] If advice of authentication is received as mentioned above, an exchange of operation 
will be performed between a user terminal 102 and the device which accounting equipment 

101 manages (2.7). For example, if the above-mentioned device is a printer, print data will 
be transmitted from a user terminal 102, and print processing will be performed. Moreover, 
if the above-mentioned device is a scanner, scanning and processing will be performed and 
the scanning data obtained as a result will be transmitted to a user terminal 102. 

[0035] After the above actuation is completed, the renewal means 7 of accounting 
information of accounting equipment 101 updates the accounting information memorized 
by the accounting information storage means 5 according to the activity of a user's device 
(2.8). And after enciphering the updated accounting information using the public key 
within the key storage means 2 in the encryption means 3, it transmits to a user terminal 

102 through (2.9) and means of communications 1 (2.10). 

[0036] In a user terminal 102, if the updated accounting information is received, the 

8/13 



Japanese Publication number : 2001-265687 A 



accounting information will be written in the user card 104 through the card R/W means 
12 (2.11). Therefore, as mentioned above, the updated accounting information will be in the 
condition of having been written in the user card 104 in the condition of having been 
enciphered using the above-mentioned public key. 

[0037] According to the gestalt of the 1st operation described above, since accounting 
information was transmitted and received through the communication link, the user card 
104 can be used in each user terminal 102. After a user goes to the place which has a 
copying machine one by one and inserts a user card by this, time and effort which returns 
to the place which has a user terminal again, and transmits print data becomes 
unnecessary. 

[0038] And since the above-mentioned accounting information is enciphered using a public 
key, leakage of the accounting information on a network can be prevented and the 
confidentiality of the content of information can be maintained. 

[0039] (Gestalt of the 2nd operation) The network system of the gestalt of the 2nd 
operation is shown in drawing 3 . This network system is equipped with the user terminal 
102 by which the card reader 103 was connected with the body 105 of a copying machine 
which has a print function and a scanning function. And accounting equipment is made to 
build in this body 105 of a copying machine. 

[0040] Furthermore, in the network system of the gestalt of this operation, although 
mentioned later in detail, encryption and a decryption are performed also about the data 
about utilization of not only accounting information but the body 105 of a copying machine. 
Hereafter, although the network system of the gestalt of this operation is explained, the 
same sign is given to the same element as the component stated with the gestalt of 
implementation of the above 1st, and the detailed explanation is omitted. 
[0041] In the body 105 of a copying machine, 8 is a user public key storage means, and 
memorizes the user public key which is transmitted from a user terminal 102 and which is 
mentioned later. 9 is a print means to perform print processing. 10 is a scanning means to 
perform scanning and processing. 

[0042] In addition, it is as the gestalt of implementation of the above 1st having explained 
means of communications 1 - the renewal means 7 of accounting information. However, the 
encryption means 3 performs not only the encryption using the public key (the public key 
memorized by the key storage means 2 is hereafter called a "copying machine public key", 
and a private key is called a "copying machine private key") memorized by the 
above-mentioned key storage means 2 but encryption using the user public key memorized 
by the above-mentioned user public key storage means 8. 

[0043] In a user terminal 102, 13 is a decryption means and performs the decryption using 
a user private key. 14 is a copying machine public key storage means, and memorizes the 
copying machine public key transmitted from the body 105 of a copying machine. 15 is an 
encryption means and performs encryption using the above-mentioned copying machine 
public key. In addition, it is as the gestalt of implementation of the above 1st having 
explained means of communications 11 and the card R/W means 12. 

[0044] 103 is a card reader. 104 is a user card which each user owns, and, in addition to a 
user's accounting information, a user's original user public key and user private key which 
were assigned for every user are written in the user card 104 concerned. 
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[0045] Next, actuation of the above-mentioned network system is explained based on 
drawing 3 -5. The actuation at the time of performing a print request to drawing 4 is shown, 
and the actuation at the time of giving a scanning demand to drawing 5 is shown. 
[0046] A user inserts the user card 104 of self in a card reader 103, when performing a 
print request and a scanning demand. And a print request or a scanning demand is 
performed from the application of a user terminal 102 to the body 105 of a copying machine 
(4.1 of drawing 4 , 5.1 of drawing 5 ). 

[0047] At this time, a user terminal 102 reads accounting information from the user card 

104 with the card R/W means 12. As the gestalt of implementation of the above 1st also 
described, this accounting information is in the condition of having been enciphered using 
the copying machine public key. And this accounting information is transmitted to the 
body 105 of a copying machine through means of communications 11 (4.2 of drawing 4 , 5.2 
of drawing 5 ). 

[0048] By the body 105 of a copying machine, if the above-mentioned accounting 
information is received through the communications department 1, in the decryption 
means 4, the accounting information concerned will be decrypted using the copying 
machine private key within the key storage means 2. The accounting information 
decrypted by the decryption means 4 is memorized by the accounting information storage 
means 5 (4.3 of drawing 4 , 5.3 of drawing 5 ). 

[0049] Furthermore, in the authentication decision means 6, it judges whether utilization 
of a user's body 105 of a copying machine is possible based on the above-mentioned 
accounting information (4.4 of drawing 2 , 5.4 of drawing 3 ). And if available, advice of 
authentication will be performed to a user terminal 102 through the communications 
department 1 (4.5 of drawing 2 , 5.6 of drawing 3 ). 

[0050] the actuation so far - a print request and a scanning demand - in any case, it is the 
same, but since it differs by the case where a scanning demand is given to the case where a 
print request is carried out, subsequent actuation is explained, respectively. 
[0051] First, explanation of the case where a print request is performed based on drawing 4 
transmits a user public key from a user terminal 10 (4.6). The body 105 of a copying 
machine will encipher a copying machine public key using the user public key, if a user 
public key is received (4.8). And the body 105 of a copying machine transmits the 
enciphered copying machine public key to a user terminal 102 (4.9). 

[0052] In a user terminal 102, the copying machine public key transmitted from the body 

105 of a copying machine is memorized for the copying machine public key storage means 
14. And delivery is used for print data from application, the above-mentioned copying 
machine public key is used for the encryption means 15 for the print data concerned, and it 
enciphers (4.10). This enciphered print data is transmitted to the body 105 of a copying 
machine through means of communications 11 (4.1l). 

[0053] By the body 105 of a copying machine, the print data which were transmitted from 
the user terminal 102 and by which encryption was carried out [ above-mentioned ] are 
sent to the decryption means 4. With the decryption means 4, the print data concerned are 
decrypted using the copying machine private key memorized by the key storage means 2 
(4.12). And delivery and print processing are performed for the decrypted print data for the 
print means 9 (4.13). 
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[0054] Next, if the case where a scanning demand is performed based on drawing 5 is 
explained, the user terminal 102 which carried out the scanning demand will read the user 
public key in the user card 104 with the card RAV means 12, and will transmit the user 
public key to the body 105 of a copying machine (5.7). 

[0055] By the body 105 of a copying machine, after memorizing the user public key 
transmitted from the user terminal 102 for the user public key storage means 8, scanning 
and processing are performed with the scanning means 10. And delivery is used for the 
image data (scanning data) obtained with the scanning means 10, the above-mentioned 
user public key is used for the encryption means 3 for the image data concerned, and it 
enciphers (5.8). This enciphered image data is transmitted to a user terminal 102 through 
means of communications 1 (5.9). 

[0056] In a user terminal 102, the image data which was transmitted from the body 105 of 
a copying machine and by which encryption was carried out [ above-mentioned ] is sent to 
the decryption means 13. With the decryption means 13, a user private key is read from 
the user card 104, and the image data concerned is decrypted using the user private key 
(5.10). And the decrypted image data is sent to application, and processing of saving at a 
file is made. 

[0057] After print actuation or scanning actuation is completed as mentioned above, the 
renewal means 7 of accounting information of the body 105 of a copying machine updates 
the accounting information memorized by the accounting information storage means 5 
according to a user's activity. And the updated accounting information is transmitted to a 
user terminal 102 through means of communications 1, after enciphering using the 
copying machine public key within the key storage means 2 (4.14 of drawing 4 , 5.11 of 
drawing 5 ). 

[0058] In a user terminal 102, if the updated accounting information is received, the 
accounting information will be written in the user card 104 through the card RAV means 
12. Therefore, as mentioned above, the updated accounting information will be in the 
condition of having been written in the user card 104 in the condition of having been 
enciphered using the above-mentioned public key. 

[0059] According to the gestalt of the 2nd operation, in addition to the effectiveness which 
was described above and which was stated with the gestalt of implementation of the above 
1st, the data about the activity of the bodies 105 of a copying machine, such as print data 
and scanning data, can be enciphered, and the confidentiality of the data on a network can 
be raised more. 

[0060] (Gestalt of other operations) Even if it applies this invention to the system which 
consists of two or more devices (for example, a host computer, an interface device, a reader, 
a printer, etc.), it may be applied to the equipment which consists of one device (for 
example, a copying machine, facsimile apparatus). 

[0061] Moreover, so that various kinds of devices may be operated in order to realize the 
function of the gestalt of operation mentioned above As opposed to the computer in the 
equipment connected with these various devices, or a system The program code of the 
software for realizing the function of the gestalt of the above-mentioned implementation is 
supplied. What was carried out by operating the various above-mentioned devices 
according to the program stored in the computer (CPU or MPU) of the system or 
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equipment is contained under the category of this invention. 

[0062] Moreover, the function of the gestalt of operation which the program code of the 
above-mentioned software itself mentioned above in this case will be realized, and the 
record medium which stored the means for supplying that program code itself and its 
program code to a computer, for example, this program code, constitutes this invention. As 
a record medium which memorizes this program code, a floppy (trademark) disk, a hard 
disk, an optical disk, a magneto-optic disk, CD-ROM, a magnetic tape, the memory card of 
a non-volatile, ROM, etc. can be used, for example. 

[0063] Moreover, by performing the program code with which the computer was supplied, 
also when the function of the gestalt of above-mentioned operation is not only realized, but 
the function of the gestalt of above-mentioned operation is realized in collaboration with 
OS (operating system) or other application software etc. with which the program code is 
working in a computer, it cannot be overemphasized that this program code is contained in 
the gestalt of operation of this invention. 

[0064] Furthermore, after stored in the memory with which the functional expansion unit 
by which the supplied program code was connected to the functional add-in board and the 
computer of a computer is equipped, also when the function of the gestalt of operation 
which the CPU with which the functional add-in board and functional expansion unit are 
equipped based on directions of the program code performed a part or all of actual 
processing, and mentioned above by the processing is realized, it cannot be 
overemphasized that it is contained in this invention. 

[0065] In addition, it passes over no the configurations and structures of each part which 
were shown in the gestalt of the above-mentioned implementation to what showed a mere 
example of the somatization which hits carrying out this invention, and the technical 
range of this invention must not be restrictively interpreted by these. That is, this 
invention can be carried out in various forms, without deviating from the pneuma or its 
main description. 
[0066] 

[Effect of the Invention] Accounting for every user on a network can be performed without 
barring efficient utilization of a network environment according to this invention, as stated 
above. And since accounting information is enciphered, the confidentiality of the 
accounting information on a network can be maintained. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing l] It is drawing showing the 1st configuration of the network system of the 
gestalt of operation. 

[Drawing 2] It is drawing for explaining actuation of each means in the network system of 
the gestalt of the 1st operation. 

[Drawing 3] It is drawing showing the 2nd configuration of the network system of the 
gestalt of operation. 

[Drawing 41 It is drawing for explaining actuation of each means when the network system 
of the gestalt of the 2nd operation performs a print request. 
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[Drawing 51 It is drawing for explaining actuation of each means when the network system 
of the gestalt of the 2nd operation performs a scanning demand. 
[Description of Notations] 

101 Accounting Equipment 

102 User Terminal 

103 Card Reader 

104 User Card 

105 Body of Copying Machine 

1 Means of Communications 

2 Key Storage Means 

3 Encryption Means 

4 Decryption Means 

5 Accounting Information Storage Means 

6 Authentication Decision Means 

7 Renewal Means of Accounting Information 

8 User Public Key Storage Means 

9 Print Means 

10 Scanning Means 

1 1 Means of Communications 

12 Card R/W Means 

13 Decryption Means 

14 Copying Machine Public Key Storage Means 

15 Encryption Means 
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